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Goals

Understand 
techniques

Recognize
scams

Anticipate 
trends

Reduce 
vulnerability



Sometimes referred to as the “world’s second-oldest profession”
  — World Almanac

Source: https://eastside-online.org/showcase/danger-deception-and-fraud-exploring-the-vicious-world-of-online-scams/



How do scams work?
Fear
• Fear that bad things

will happen
• Lose money/data

• Greed/FOMO

Surprise
• Familiarity
• Trust/confidence

• Lowers your guard
• Changing tactics

• Technology
• Social media
• AI

Urgency
• Sense of urgency
• Act now or bad things

will happen
• Or miss out on good 

things

Action
• Click here
• Call now
• Withdraw money
• Buy gift cards



Why do these work?

u Victims are taken by surprise
u New, unfamiliar tactics

u Not given time to think
u Scammers make it easy to act

u Number to call or link to click

u Specific instructions for how to provide money

u We act emotionally, not rationally, when upset



How scammers get your information

1
•Available online information
•Stolen data

2
•Phishing emails
•Unsolicited calls

3
•Data breaches
•Data brokers



Don’t provide information

u Caller has some information, looking for more

u Is this Mr. Ross?
u Yes

u Do you still live at 123 Main St.?
u Yes

u Can you verify your date of birth?
u December 7, 1941



Don’t answer unknown callers

iPhone: Settings 
> Apps > Phone

• Sales tactics
• Caller knows phone number is good—can sell to others
• Looking for information
• Get you talking—lower your guard
• Don’t say “yes” or “no”
• Record your voice for scams



Social media

u Great way to connect with distant friends 
and relatives

u BUT … don’t post personal information
u Children’s (or grandchildren’s) names

u Birthdays

u Family photos or videos (especially with voices)

u Travel plans



Social media phishing scams



Quizzes and games



Other methods

u Email (phishing, ransomware)
u Steal credit card information

u Door-to-door
u Technology

u RFID

u Photoshop

u AI



More elaborate methods



Отписаться



AI—The New
Snake Oil?



What is AI?

Classify 
Data

Identify 
Patterns

Make 
Decisions

Generate 
Media

Learn

Artificial intelligence is a computer technology that 
emulates human intelligence to perform tasks such as 
learning, perception, reasoning, and problem-solving

AI Rule-based systems

Object recognition/tracking

Natural language processing

Generative AI

Large language models



Voice synthesis + large language models

u Impostors mimic conversations with real people
u RoboCalls on steroids

u Like chatbot assistants for online orders and returns

u Combines multiple technologies
u Voice synthesis (text to speech)

u Large language models (text comprehension)

u Voice recognition (speech to text)

u Search engines

u Phone number spoofing

u Impersonate government or businesses
u Steal information or money

Source: https://www.tiktok.com/@torrpreneur/video/7353045262169918762



Preventing imposter scams

u Don’t answer calls, texts, or emails from anyone you 
don’t know and are not expecting

u Don’t use a phone number or link in the message
u Always look up phone numbers or links

u Use phone features to screen, filter, and block callers

u What happens when you do answer?
u Scammers know phone number is good

u They know you answer your calls

u Potential target — more likely to be called in the future

u They can record your voice patterns



Voice cloning

u Scammers record your voice
u Use AI to synthesize your voice with their words

u Scammer pretends to be a relative
u Often a grandchild (or grandparent)

u In trouble

u “Don’t tell mom or dad”

u Need money immediately

Source: CBS News
https://youtu.be/pJZYd_65xs4?si=-mA5d4bKhYfy_pGF

https://youtu.be/pJZYd_65xs4?si=-mA5d4bKhYfy_pGF
https://youtu.be/pJZYd_65xs4?si=-mA5d4bKhYfy_pGF
https://youtu.be/pJZYd_65xs4?si=-mA5d4bKhYfy_pGF
https://youtu.be/pJZYd_65xs4?si=-mA5d4bKhYfy_pGF
https://youtu.be/pJZYd_65xs4?si=-mA5d4bKhYfy_pGF


Avoiding voice cloning scams

u Take a moment to collect your wits
u Ask a question (or for a code word) only they would know

u Decide on these before you need them

u Equivalent of a security question (or password)

u Hang up and call them directly

u Discuss with someone else

u Don’t post your voice online
u Don’t answer unsolicited calls



Payment methods

u Legitimate methods
u Check, credit card, debit card

u Traceable; easier to recover funds

u Scammers’ preferred methods
u Gift cards, wire transfers, money orders, bitcoin/crypto

u Harder to trace; harder to recover



Deep fake videos and photos

u Use AI to analyze available photos and videos to
create new photos and videos

u Tools are readily available; many are free

u Works like voice cloning, but with video added
u Used for

u Sales (false product claims)

u Political (view a candidate favorably/unfavorably)

u Fake kidnapping

u Impersonate a trusted celebrity (buy products, investments)

u Steal money or information

• Meta
• Google
• OpenAI
• Adobe



Deep fake example

Source: LipSysthesis
https://www.youtube.com/watch?v=3wVpVH0Wa6E

https://www.youtube.com/watch?v=3wVpVH0Wa6E
https://www.youtube.com/watch?v=3wVpVH0Wa6E
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Spotting fake videos

ü Defies laws of physics
ü People acting unnaturally
ü Cameras in odd places
ü Strange camera angles
ü Misshaped letters in text
ü Background details
ü People/objects suddenly 

appearing or disappearing
ü Short (10–15 sec) clips
ü Clips stitched together
ü Bad reflections/shadows
ü Objects crossing/merging
ü “Perfect” capture/framing
ü No camera shake or noise
ü Clean audio



Data fusion

u Most effective scams combine data from multiple sources
u Data breaches

u Information you post online

u Information you provide when called

u Phishing

u Photos, videos, audio



Technology fusion—perfect storm?

u Next-generation scams
u Text-to-speech

u LLMs

u Speech-to-text

u Generative AI

u Phone spoofing

u Voice cloning

u Edge AI

u AI accelerators

u Fast CPUs

u Massive memory

Data fusion +
Technology fusion

Today’s technologies
= Tomorrow’s scams



Technology S curve



Technology Maturity Cycles
• Higher performance
• Corporations, mass market
• Pay for service
• Limits and regulations

• Desktop
• Individuals, specialty markets
• Available on demand
• Complete user control
• Secure, private

Cycles occur when the 
advantages of new 
technologies overcome  
existing technologies



AI Tools—for Scammers?

Target market:
• Hobbyists
• Educators
• Students

BUT …
Ideal for high-tech scammers:
• Low cost
• High performance
• Private and secure



Balancing 
security

and 
convenience 



How to avoid scams

u https://www.narfe.org/chapter1264/resources/links/how-to-avoid-
scams/

u Review bank and credit card statements carefully

u Don’t click on links
u Note email addresses

https://www.narfe.org/chapter1264/resources/links/how-to-avoid-scams/
https://www.narfe.org/chapter1264/resources/links/how-to-avoid-scams/
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Dos and Don’ts

u Don’t click on links on emails
u Don’t call phone numbers in emails

u For credit cards, use the phone number of the back of the card

u Do use complex passwords
u Don’t reuse passwords

u Use two-factor authentication where available
u Do close old accounts

u Do shred papers and old credit cards



Monitor your credit

https://consumer.ftc.gov/articles/free-credit-reports#How%20To%20Get%20Your%20Free%20Credit%20Reports

By law, you can request free credit reports

Ø Visit AnnualCreditReport.com
Ø Call 1-877-322-8228, or
Ø Complete the Annual Credit Report Request Form

and mail it to:
Annual Credit Report Request Service 
P.O. Box 105281 
Atlanta, GA 30348-5281

https://consumer.ftc.gov/articles/free-credit-reports
https://consumer.ftc.gov/articles/free-credit-reports
https://consumer.ftc.gov/articles/free-credit-reports
https://consumer.ftc.gov/articles/free-credit-reports
https://consumer.ftc.gov/articles/free-credit-reports


Use identity monitoring services

https://opm.myidcare.com

https://opm.myidcare.com/


Credit freezes

Be sure to freeze each of the three credit bureaus!



LFCU account password



TSP lock

https://www.tsp.gov/access-your-account/protect-your-tsp-account

https://www.tsp.gov/access-your-account/protect-your-tsp-account
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Reporting scams



Consider joining …



The future holds endless possibilities, 
but with them comes great risks


